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I. Do citizens have a right to health information privacy?

A. Are we willing to compel citizens to disclose their most intimate health information into an “interoperable” electronic health information system

1.  without notice, 

2. without consent,

3.  and over their objections?

II. What is the right to information privacy?

A. The right to privacy is 

1. “The right to be let alone.” HHS Finding, 65 Fed. Reg. at 82,464.

2.  It is “the claim of individuals, groups, or institutions to determine for themselves, when how, and to what extent information about them is communicated.  HHS Finding, 65 Fed. Reg. at 82,465. 

3. It is “control over knowledge about one’s self.”  U.S. v. Westinghouse, 638 F.2d 570, 577 (3rd Cir. 1980).

III. What is the importance of the right to health information privacy?

A. The entire health delivery system is based upon the willingness of the individual to trust a health care practitioner sufficiently to disclose to the practitioner the most intimate details of his or her life.  HHS Finding, 65 Fed. Reg. at 82,467.

B. The right to health information privacy is a “fundamental right” on which our society is built and is “necessary to secure effective, high quality health care.” HHS Finding, 65 Fed. Reg. at 82,464, 82,467.

C. Unless the public is assured that the right to health information privacy will be protected, “we will be unable to obtain the full benefits of electronic technologies.”  HHS Finding, 65 Fed. Reg. at 82,466. 

D. There is increasing public concern over the loss of privacy for personal health information due to “the increasing use of interconnected electronic information systems”, more highly personal information and greater access to that information by more people. HHS Finding, 65 Fed. Reg. at 82,466-67. 

E. Adverse impacts of increasing privacy concerns

1. One third of women offered free genetic screening for breast cancer declined;

2. 600,000 people annually do not seek earlier diagnosis and treatment for cancer;

3. 2,000,000 people annually do not seek treatment for mental illness;

4. Thousands of people annually do not seek treatment for sexually transmitted diseases;

5. 78% of physicians report withholding information from a patient’s medical record and 87% report patients requesting that they withhold information from their records;

6. Many patients withhold information from their physicians, provide inaccurate information or pay out of pocket to protect their health information privacy. HHS Findings, 65 Fed. Reg. at 82,466, 82,468, 82,778. 

F. Is there reason for concern?

1. The nation’s electronic information systems are “highly vulnerable” to unauthorized intrusions, the vulnerabilities are growing 20% a year, and they cannot be cured with current technology. Report of President’s Information Technology Advisory Committee (February 23, 2005). 

2. The newspapers contain almost daily reports of breaches of electronic information systems.

3. HHS has determined, “there is no such thing as totally secure [electronic information] system that carries no risk.” 68 Fed. Reg. at 8,346

4. Privacy=trust=quality health care.

IV. The interest in “harmonizing” or “conforming” existing health information privacy protections.

A. Does the HIPAA Amended Privacy Rule establish a national privacy standard?

1. No, it does not even list a right to health information privacy among the rights that individuals “should have” with respect to the disclosure of identifiable health information. 

2. The Amended Privacy Rule eliminated the right of consent in the Original Rule based on the following rationale:

“The Privacy Rule provides a floor of privacy protections.  State laws that are more stringent remain in force. In order not to interfere with such laws and ethical standards, this Rule permits covered entities to obtain consent. Nor is the Privacy Rule intended to serve as a "best practices" standard. Thus, professional standards that are more protective of privacy retain their vitality.” 67 Fed. Reg. at 53,212.  

3. So the “floor” should not become the “ceiling” in 

privacy protections. 

4. Harmonizing or conforming state laws that provide 

more stringent privacy protections seems to mean “weakening” or preempting those protections.   

V. Should a national interoperable electronic health

information system be grounded in national privacy standards?

A. Confusion leads to distrust.

B. Only if they are as strong as the state standards that they preempt.  (See letters to Congress from 30 national mental health provider and patient organizations.) 

C. Do national privacy standards currently exist?

1.Standards of medical ethics of every segment of the health practitioner community state:

“The physician should not reveal confidential communications or information without the express consent of the patient, unless required to do so by law.” American Medical Association, Principles of Medical Ethics, Current Opinions, E-5.05

2.Under the Constitution, the “reasonable expectation of privacy” enjoyed by individuals is that their personal health information will not be shared with non-medical personnel without the individual’s consent.   Ferguson v. City of Charleston, 532 U.S. 67, 78, 121 S. Ct. 1281, 1288 (2001); Whalen v. Roe, 429 U.S. 589, 97 S. Ct. 869; United States v. Scott, 2005 WL 2174413, *2 (9th Cir. September 9, 2005); Douglas v. Dobbs, et al., 2005 WL 1953501, (10th Cir. August 16, 2005); Gruenke v. Seip, 225 F.3d (3rd Cir. 2000).

3.A psychotherapist-patient privilege is recognized in federal law and by the laws of all 50 states and the District of Columbia. Jaffee v. Redmond, 518 U.S. 1, 11, 116 S. Ct. 1923, 1929 (1996). The privilege may only be waived by the patient. 
4.Under the law of contract, many states recognize an implied contract between every patient and their physician under which the physician may not disclose the patient’s health information without the patient’s consent. Given v. Millikin, 75 S.W. 3d 290 (Tenn. 2002). 

5. More restrictive state laws typically provide special privacy protections for 
1. cancer information;

2. genetic information;

3. HIV/ADS information;

4. drug and alcohol abuse treatment information; and

5. birth defect information

VI. What is the impact of the recent decision in Citizens for Health v. Leavitt, No. 04-2550 (3rd Cir., October 31, 2005)?

A. Found that Plaintiffs’ health privacy had been violated by covered entities exercising authority under the Amended Privacy Rule, but no constitutional violation because privacy rights under state law were not preempted and the Rule merely codified actions that covered entities could have taken prior to the rule. 

B. Implications of the decision—a federal law that eliminated privacy rights under state law could violate the constitutionally protected right to health information privacy.

VII. The technical components of health IT privacy—patient control and the lack of coercion

A. Incentives for encryption and “electronic black boxes”.

B. Privacy standards as part of a health IT bill or a stand alone bill. 

VIII. The consumer perspective—do individuals have a “reasonable expectation” of the right to health information privacy?

A. Report from Patient Privacy Rights

1. National Consumer Health Privacy Survey 2005

B. Should patients have a right of control or just education?

C. Essential privacy components of a national electronic health information system.

IX. Recommendations

A. Grounding health IT in ethics-based medical privacy standards—the right to privacy and consent

B. Notice of privacy breaches

C. Accounting for disclosures
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